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[ BusinessObjectixpert BI2012

B I 3 BusinessObjects
exper

» Las Vegas » REGISTER

Register

Overview

Las Vegas February 28 - March 2, 2012

The authoritative event offering
comprehensive education on all

Tracks & Sessions
Networking

Column5 EPM Center

facets of Business Objects technology

Dates & Venue

Sponsors & Exhibitors

FAQ
» REGISTER NOW
= Brochure
RO Dontmiss Bl 2012, the most important event of the year for professionals that use and support business

intelligence solutions for reporting and data management. More than 200 sessions and labs, a packed agenda
of networking events, and hundreds of demos showcasing the latest updates and best practices for business

ﬂ R i w— re intelligence solutions.

http://bi2012.com/
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[ Breakout Description

Do you need to tailor semantic layer security to specific users
or groups within your organization? Attend this session to learn
about security profiles in the new Information Design Tool in SAF
BusinessObjectBusiness Intelligence 4.0 (Bl4.0). Understand ho
security profiles can control objects, rows, query types, and
connections. See live demonstrations of each type of restriction
and the effect they have on e

Thi s presentation I s an upda
Usi ng Restrict i @BusinesSssObjecsightp r e s
2007 in Orlando, Florida. The original presentation covered Xl
R2 (and therefore Xl 3.0/3.1 universe security) and is available fc
download athttp://www.dallasmarks.org/blog/presentations
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[About Dallas Marks

A Dallas Marks is Manager of Psales and Training E&lvinConsulting an
SAP Services Partner focused on business intelligence, business analytics
data warehousingKalvinis also a SABusinessObjectauthorized
Education Provider, providing esite education services at client locations
throughout North America.

A Dallas is an SAP Certified Application Associate and authorized trainer for
Web Intelligence, Information Design Tool, Universe Design Tool,
Dashboards (formerly)celsiug, and SABusinessObjectBusiness
Intelligence administration. A seasoned consultant and speaker, Dallas hé
worked with SAPBusinessObject®ols since 2003 and presented at the
North American conference each year since 2006.

A Dallas has implemented SBRsinessObjectsolutions for a number of
Industries, including retail, energy, health care, and manufacturing. He hol
a masteros degree I n Computer Eng
Cincinnati.

A Dallas blogs about various business intelligence topics at
http://www.dallasmarks.org/You can follow him on Twitter at
@dallasmarks
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| About Kalvin Consulting K&LVIN

@

SAP BusinessObjects
Authorized Education Partner

Intelligent Data, Strategic Excellence



http://www.kalvinsoft.com/

| About KalvinConsulting K&LVIN

» At Kalvin, we take a holistic approach to ybuisiness.Think of us as yowend-to-endsolution
partner who can help you see critical milestones in your road.map

» From intelligent data foundation® business intelligence to predictive analytics, we help
organization measure and monitor thdiusiness strategy.

- Loyalty programs
A - One to one customer communications
- Technelogy (RFID, POS, Mobile. Locaticn based)
Activation - Surprise & Delight
- Customer 1st

-‘_‘ - Price / Promotion

- Who are my core customers &

how do they behave? "
What dri heir behavior? : . - Loyalty
P - nve.s S DRI Morkehng strotegy - New product development
- Can | predict change?
- Segmentation (value / lifestyle) ..‘ - Health check scorecard
- Promotion impact / Marketing mix - - KP| (key dnivers & metrics)
- Price gap / Opportunity assessment Bl Reporting - Brand loyalty & CLTV

- Predictive analytics (attrition) - Promotion scorecard

- Transaction { EPOS
- Customer / Product / Price 5 .
- Demographics / Firmographics Business / Customer Insights

- Research / Attitudinal

- Macro economics

- Data integration \
Somie al ¢ DR madels Intelligent Data foundation

- ETL / Data warehousing
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[Agenda

A The Information Design Tool

A The Need for Universe Security
A Introducing Security Profiles

A Creating Security Profiles

A Demonstration

A Next Steps

A Your Questions




INFORMATION DESIGMN TOOL

@
SAP BusinessObjects

Delivering Secure and Personalized Business Intelligence

THE INFORMATION DESIGN
TOOL




[ Disclaimer

ol'm just a simple man
trying to make my
way Iin the universe.

Jangd-ett




This list represents only a portion of
semantic layer breakout sessions at the
ASUG SARBusinessObjectslser Group
Conference. Please check the official
conference schedule for a full listing.

G Real Experience. Real Advantage.

[ Learn more about Information Design Tool

Building a Universe with the SAP
BusinessObjects Bl 4.0 Information Design

Tool

PierpaoloVezzosi Session 5007
Tuesday, October 11, 2011 10:45 AM1:45 AM

The Road to Universe 4.0:

Migrating from Universes to  Univexes

Maria Silva | Session 5005
Monday, October 10, 2011 4:00 PM5:00 PM

Top 10 Likes and Dislikes in the SAP

BusinessObjects 4.0 Information Design Tool

CindiHowson| Session 5006
Tuesday, October 11, 2011 9:30 AM.0:30 AM

The BusinessObjects Universe:
An Update From the SAP BusinessObjects Semantic

Layer Influence Council
Derek P Loranca, Aetna, Pierpaolo Vezzosi | Session 1205
Monday, October 10, 2011 4:00 PM5:00 PM




[What IS a legacy UNV Universe?

—al

- ﬁ""i

Connection




[What IS a traditional UNV Universe?

ﬁuniverse design tool - AdventureWorks Reseller - [Administrator - @kcym1 50:6400]

Tu:u:uls Window  Help =15 x|

Business | B a8 9|3 =50 0E
Layer !311 e e % ¥ a8

Tahbles
cightlnitheazureCode
El- Eahandar izelnittleasureCode . ﬂ
2= Order Date niglishProducttlarne Dlml_:'a_l;fOrder
panishProductHame (CimnTirne)
w0 Order Year tenchProductMarne ITin'neKey
Ovdlar Semestar tandardCost
Order Quarter inishedGoodsFlag
alar -
Order Manth aFetyStockLevel LimbateLue
Order Date ‘eorderPoint : (DimTirme)
stPrce I'I'lmeKeﬁ,r
+ [ Due Date e
|| Ship Date iZERI’_Ial'I';IE
eight . .
Reseller ayzTaManufacture D'"'EDat_ESh'p
Product raductLine (Brirn Time)
Cirder ealarPrice | imekey
lass /_
Employves tyle
Faiitary . . .
Created with the:Universe Design Tocl,

. Iformerl-y:rknown a 0 |
or simplyl |06D

arfltematekey

;::Tyrpe alesOrderinaMurnber

eH4arne ewisionMurnber ﬂ
4| | v
Copies the selection and puts it on the dipboard |+ 0,0 MR | | | B .z
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[What IS a UNX Universe?

* blx

Data Foundation
* dfx
Connection
*.Cchs

The term oCommon Semant
describe the new universe format

(5 Real Experience. Real Advantage.




[What IS a UNX Universe?

File Edit Actions Window Help

D -EkEm X e B B8] ®

| L adventuretorks Reseller.blx 53 3;3 Adventureworks Reseller, dfx = 8
& - - =
3 RIS = fadventureWorksDW, retrieval-2011-10-03-18-24-36/AdventureWorks Reseller.dfx [27] [r=e]
| N

L =

BUSINESS [t
Layer
N\

Bl DimDateDrder | FimTime)

— Bl DimDateue { FimTime)

; Crrder Quarker
b der Morth

----- Order Date |
""" This Year Bl imDrateShip | DimTime)
e Lask ¥ear |
Due Dake
Ship Date
-7 Reseller FactResellesa s
Product Ty Sromatianiey
Crder 5
— = Created with the ne
Business Laver =
= - L]
1) Quers - Information Design Topl
€3 Parameters and Lists of values P k { | o
l-.‘ Mavigation Paths ﬂ Sefe=Terrilorykey | =-‘=-n:'|='-~=v-n:tmer:eP il

[7] Master |='I':' = Jlau% - {1} ¥
s |
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[Web Intelligence 4.0 Query Methods

A Web Intelligence now allows
Bex (SAP BW) and AnaIySIS Create a new document. O
Views to be queried directly R

™ Mo data source

without universe.  Cewonengyecnen
A Uni\.-'erse.
A Web Intelllgence Desktop - E:I::aunwerseasadatasu:uuru:e.
edltlon (Shown) adds Support Select an Excel spreadshest as a data source.
_,Eex

for Excel y TeXt an d We b Select & Bex query as a data source.
Se rVI CeS D Eir;:g’:fn:f:s‘; Yiew az a data source.

E Text

A This presentation focuses on
Securlng unlverses Created “ L;::u.:tsaevrrrtﬁzsewiceasadatas::nurn:e
with the new Information

Design Tool 4.0 < || cmen
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Delivering Secure and Personalized Business Intelligence

THE NEED FOR
UNIVERSE SECURITY




[Two Methods for Securing Universes

e A Restrict access to entire
WEB SERVER universe by setting universe
rights in the Central
Management Console
(CMC)

A Create various forced and
optional restrictions within
Information Design Tool

Forced
Object restrictions
Selfrestricting joins
Inferred extra tables
Optional
Filter objects
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[ Introducing Security Profiles

Need to secure business critical data based on

a useros role 1 n the orgs
universe design solutions affect all users
unilaterally é

o

-l ;

B
=

(7 -—’ » /

/ i
b A

éa differen

required to apply security
conditionally to specific users

and groups:

security profiles




[ Introducing Security Profiles

Database specific techniques
such asleradataQuery Banding
and Oracle Virtual Private
Databases can be used but are
beyond the scope of this
discussion.

Security Profiles are ideal fol
organizations that use multiple
database platforms and neec
single, integrated approacl

to data security




Gotta analyze those
party pants sales!

[ Securing and Personalizieigashion

MC Hammer
President, e-Fashion

G Real Experience. Real Advantage.

Faszhion Central a-Fashion East e-Fashion South e-Fashion West
Region Region Region Region
| | 1
e-Fashion e-Fashion e-Fashion Miami e-Fashion Los
Chicago 33rd Washington Sundance Angeles
David Cuirmn Tolbooth {DC) Brian Tullle Steve Robartson
Martin Barrett
ashion San |
e-Fashion New e-Fashion Austin HE:E"::?:G;"
—  York Magnolia Larry Davis
Chiris Anderson Steve Austin
&-Fashion New e-Fashion Dallas eFas] i"m.
York Sth James Leonard Colorado Springs
Fiama Richards Giles Bannat!

e-Fashion Boston
Mewbury
Mark Jackson

e-Fasnion
Houston
IMichelle Thomson

e-Fashion
Houston Leighton
Mary Cueen




Delivering Secure and Personalized Business Intelligence

INTRODUCING
SECURITY PROFILES




[ What is a Security Profile?

A A security profile is a group of security settings that
apply to a universe published in the repository.

A Similar features are available in the Universe Desigr
Tool for traditional universes (UNV), known as acces:
restrictions or restriction sets.

A Data Security Profiles have security settings defined
on objects in the data foundation and on data
connections.

—

A Business Security Profilesiave security settings
defined on objects in the business layer.




[What can be restricted In traditional UNV universes?

2 i i

Connection Override the default universe connectior
with an alternate connection

Query controls Limit the size of the result set and query
execution time

SQL generatiorcontrols Control how SQL is generately user
query

Row access Row-levelsecurityd force restrictions
into the WHERE clause of inferred SQL

Alternative table access Replace a table referenced in the univer

with another table in the database
Object access Columnlevel security
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[What can be restricted in new UNX universes?

Data Foundation Restrictions

2 i i

Connection Override the default universe connectior
with an alternate connection

Query controls Limit the size of the result set and query
execution time

SQL generatiorcontrols Control how SQL is generateldy user
query

Row access Row-levelsecurityd force restrictions
into the WHERE clause of inferred SQL

Alternative table access Replace a table referenced in the univer

with another table in the database

Similar restrictions exist in Universe Design Tool

G Real Experience. Real Advantage.



[What can be restricted in new UNX universes?

Business Layer Restrictions

2 i o

Create Query Defines the universe views* and busines
layer objects** available to the user
in the query panel.

Display Data Grants or denies access to the data
retrieved by objects in the business laye
when the user runs a query.*

Filters Defines filters using objects in the
business layer.*

* New feature of Bl 4.0
** Similar to object restrictions in Universe Design Too

G Real Experience. Real Advantage.



Delivering Secure and Personalized Business Intelligence

CREATING
SECURITY PROFILES




[Securlng Universe3Design Process
= +"y
5) Deploy ~ 1) Create &% =
using Manage \N’"
Lifecycle Security
Manager Model
4) v(\:/;%ate 2) Build and ._Mf
: : EXport e
Intelligence . """"l‘\
ﬁ ocuments* Jniverse
\ 3) Add
L Security
* Crystal Reports and Profile
Dashboards (formerly)celsiu$ y
based on universes can alsg A J 4
leverage Security Profiles H‘H""
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[ Importing Secure Universes from XI R2 or XI 3.X

Import BIAR file into Bl 4.0 using
Upgrade Management Tool

Import & Convert UNV to UNX
using Information Design Tool

Validate Converted Security
Profile
Test and Deploy




[ Default Universe ParametetsData Foundation Layer

ﬂ information design tool
File Edit Actions Window Help

IO -E| & BEX |» |88

: i *eFashionz011RS. dfx 52 | 7] *Win2003-6416400 {Admirist
oA | 2 Properties
— Description
=
by .
Z Summary...
SOL Options
¥ allow Cartesian products
¥ Multiple S5L statements for each contest

b
# Parameters. .,
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[ Default Universe ParametefsBusiness Layer

ﬂ information design tool

File Edit Actions ‘window Help

O~k EEX (B B8

— 3§_=| eFashionz011RS. dfx | z?fl NinZ003-6+4: 6400 {Administratar ) [',‘..:- gFashion2011R5. bl 3 l
=
it | Business Layer ':':- Universe Parameters
|
=l - Name |eFastionzo11Rs
g || @ - H = Ot
5 = ':,:. eFashionz01 RS 1_'- Properties | Query Dptionsl = Comments  Custom Properties
E‘—l Time period uery Limits
FF- 7 Year
..... Quarter Iv' Limit size of resulk set ko IQDDEII:I 3: rows IV warn i cost estimate excesds |1 3: rninukes
E:EI"' Month [W Limit execution ime ko I 5 3: mirnkes
F- 0 week
""" ) Haliday (i) uery Opkions
----- Lask year
..... " This year [ Allow use of subgueries [™ allowe comples operands in Query Panel
""" Christras period [ Allow use of union, inkersect and minus operators [v mMulkiple SQL statements for each measure
----- " Holiday period
E_]---_l Skare
_| Produck I
| Promotions 4
| Measures
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[Access Restrictions in Universe Design Tool (UNV)

‘00 Fle Edit View Insert|Tools Window Help

& | o Dovws.
| ru -. Hierarchies...
Llﬂ fﬁ f Lists of Vales... >
4 | Aggregate Nayigation... %
f List of Aliases...
— 50y List of Derived Tables...
i Gy Editing Toolba|l
S product Automated Detection  »
# (g8] Promotions '
+)- (@ @/ Check Integrity...
o+ | @8] Measures TOOIS Menq
Login As...
Change Password... 1'
£2 Manage Access Restrictions. .. ‘
Desktop Intelligence "@ Preview Net Access Restrictions...

Access restrictions can be accessed
from either thetools menu or the
editing toolbar
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[Access Restrictions in Information Design Tool (UNX)

ﬂ information design tool
File Edit | Window Help

J [ =« ~y*Local Projects I? J J B
¥ Local Fe cHRepositary Resources . eFashionz011RS, blx 5 eFashionz011RS, dfx ] Win2003-64:6400 (Administrator) 52
?ﬂ Security Editor
(0 se———— e : 2
Praject Synchronization | Universes / Profiles Users [ Groups
[LCheu:k Inteqrity Problems g% ?N? I:ﬁ: =4 fﬁ X & ot Assigned Users | Descript g ln_l‘“_’l Té.‘a‘-.
Find/Replace. . =] E Liniverses -2 Administrators
Reset bo Default Display """ Insight 2007 iI ﬁm Cryptographic Officers
- Report Conersion Tool Unis ----- % Data Federation Adrinis
Preferences. . BIED SBOUC 2011 il %, eFashion 2007
" webi universes [+ eFashion 2007 Corporat
il ----- 82 eFashion 2007 Manager:
-2 eFashion 2007 Manager:
i [¥|2715] 21

£ Repositary Resources 23 — O ACCeSS reS{riCthnS avallé.ble </|a

Daka Security Profile Opkiogs

¢ - 2B X ==l | Security Editor, on Window, menu-off—

= Win2003-64:6400 {Administrator) ektings Agogreqation

e d Itl n g tO O I b al;u Restriction Aggregation B
! N

| Universes [ Profiles

':'.:- Business Security Profile Opkions

& "Users | Groups Create Query | Display Data Aggreagation I

Filkers Aagregation |
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[Using the Security Editad Step 1 of 4

JEiIE Edit | Window Help J
[ + |« —y*Local Prajects b "
RARF . £ |1. Select Universe

% LocalF Y ciRepositary Resources 0 || % eFashionz01 1RS.blx 5 eFashionz011RS, dfx
m o ?ﬂ Security Editor I_
BrfPraject Synchronization 4| Universes [ Profiles 2 Users / Gro an d C re ate S e C u rlt

|2 | Check Interity Problems g% 23 dL 2 B X = ot Assigned Users
Fimd/Replace. .. =

Profiles

Lniverses
{1 Insight 2007
----- Report Corersion Tool Unis
Preferences. .. B SBOUC 2011

b webi universes

Reset ko Default Display
1 Data Federation Adminis

_I ; r_:] eFashion 2007

I r_q eFashion 2007 Corporak
il "m eFashion 2007 Manager:

- |*~_—*| eFashion 2007 Manager:
&2 eFashion 2007 Manager:
+| | i dl
— O [ ]
. Data Security Profile Options

|:9 Repository Resources &4

d v 2 HE X = ot
o WinZ003-64 6400 {Administrator)

Caonkral and SOL Settings Aggregation

Row Restriction Aggregation

l &

| Universes [ Profiles

“' Business Security Profile Options

Create Query | Display Data Aggreagation I

2 Users | Groups

Filkers Aagregation |
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[Using the Security Editad Step 2 of 4

ﬂ information design tool
File Edit | Window Help

J [ = | w ~y*Local Projects I_ Jl_ b

*rumn“tﬂkmmWMﬁmmﬁ 0 || % eFashionz01 1RS.blx 5 eFashionz011RS, dfx ] Win2003-64:6400 (Administrator) 53
?ﬂ Security Editor I_
= [ s . n
?fF'rn:n]ect synchranization | Universes / Profiles % Users f Groups
[] q B B m - e e
% | Check Integrity Problems P4t 2E X = o s TE— [ Descript 0, |82 &,
Find/Replace. .. b eme T
/Rep = Liniverses B "r_—] Administrators

= Insight 2007
b Report Corveersion Tool Unis
Preferences. ., B0 SBOUC 2011

e wehi universes

r_—] Cryplographic Officers
'r_—] Drata Federation Adminis
r_—] eFashion 2007

r_q eFashion 2007 Corporak
"m eFashion 2007 Manager:
|*~_—*| eFashion 2007 Manager:
I r_—] eFashion 2007 Manager:

ol | i a

EﬁRepusitnw Resources ia = 0 [ ]

@ - 78 @ X = ot 333 Draka Security Profile Options 2

= Win2003-64:6400 {Administrator) . |
2.Assign Users or Grou

B E—

| Universes [ Profiles

Reset ko Default Display

“' Business Security Profile Options

Create Query | Display Data Aggreagation I

2 Users | Groups

Filkers Aagregation |
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File Edit | Window Help

J [ = y"Local Projects
% LocalF Y i Repository Resources

= [ s

?ﬂ Security Editor

?fF'rn:nject Synchronization

[L Check Integrity Problems
Fimd/Replace. ..

Reset ko Default Display

Preferences. ..

[Using the Security Editad Step 3 of 4

3 |[8 8 [T

" eFashionz011RS. blx

5 eFashionz011RS, dfx

;ul 3.Adjust Option

A |
I_

| Universes / Profiles

BWd 7EX &

=+

Users [ Groups

Assigned Users | Descript

Lniverses
Insight 2007

; Repart Corversion Tool Linis

[+ SBOUC 2011

. webi universes

= O

|:9 Repository Resources &4

=+

v 2 HE X =

o WinZ003-64 6400 {Administrator)

1 |

Cfficers
kion Adminis

2007 Corporaks
n 2007 Managers:
ion 2007 Manager:
shion 2007 Manager:

<] |

| Universes [ Profiles

2 Users | Groups

. Data Security Profile Options

Caonkral and SOL Settings Aggregation

Row Restriction Aggregation

1]

1 Business Security Profile Options

Create Query | Display Data Aggreagation I

Filkers Aagregation |
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[Using the Security Editad Step 4 of 4

File Edit | Window Help

J [ + |« —y*Local Prajects | J ll
% LocalF Y ciRepositary Resources 0 || % eFashionz01 1RS.blx 5 eFashionz011RS, dfx ] Win2003-64:6400 (Administrator) 52
?ﬂ Security Editor I_
[ st . P
ﬁpra]ect synchranization | Universes / Profiles “ Users / Groups
L] i 3 g - [ a [andl 22
% | Check Integrity Problems P4t 2E X = o s TE— [ Descript 0, |82 &,
Find/Replace. .. b eme T
e = : e . "r_—] Administratars
Reset bo Default Display O Insight 2007 | r_—] Cryptographic Officers
;... ] BEoort Conskainn Troal Lo .
r_—] Drata Federation Adminis

Prefel
: r_—] EFaShIDI'l 2007
4. Test Specific-Users and G rod sz £ cain 2007 Coors
"m eFashion 2007 Manager:
; |*~_—*| eFashion 2007 Manager:
I r_—] eFashion 2007 Manager:

<] | i <

o Repository Resources 23 —
@ - 78 @ X _=_|§_;| Draka Security Profile Options
i WinZ003-64:6400 (Administrator) Control and SQL Settings Aggregation |

Row Restriction Aggregation I

I | H

/ z==< “' Business Security Profile Options
| Universes [ Profiles
T

i WEE I Create Query | Display Data Aggreagation I

Filkers Aagregation |
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[ Information Design Tool Security Editor

" eFashionz01 1RS.blx 5 *eFashion201 1RS. dFx ] Win2003-64: 6400 (Administrator) 53 = C
4 Universes / Profiles % Users / Groups
':} - - o o P | e e p—
?’J ek Eﬁ: # LJJ X = Bt Assigned Users | Description 5 [Ery 52 2 =t
=l E Llniverstes ﬁm Adrninistrators |
- Insight 2007 _ _ H-%% Cryptagraphic OFficers
i Report Conversion ToolUni %0 Data Federation Administrators
e Y 2% eFashion 2007
I = =chionzZ01 1RS uny

ﬁm eFashion 2007 Corporate Office

----- ﬁm eFashion 2007 Managers

.-.m eFashion 2007 Managers Central

.—.m eFashion 2007 Managers Eask

.-.m eFashion 2007 Managers South

.-.m eFashion 2007 Managers Wesk

ﬁm Evervone

5 Insight 2007

#-22 Insight 2007 A1

#-22 Insight 2007 A2

M #-22 Insight 2007 A3

#-2% Insight 2007 B1

#-22 Insight 2007 MNo 50U -
----- .-.m Manitoring Users

ey .—.m Qaah's Group Designer

d I I _"I ----- %% Report Conversion Tool Users ll

+1
=

Insert Daka Security Profile

) Insert Business Security Profile

Change Data Secutity Prafile Priority: <

Check Integrity
DJ Fun Query

s

Mt
- [
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[ Data Security Profile Connections

A Replace default x
universe

connection
Diata Security Profile Mame I Mew Data Security Profile

A Use Case: default St |G [E o ]
connection may Data Foundation [Faomzoiies
point to N,
production but susass Loy st [T
Security Profile e [ P I e
points UAT users
to UAT
connection.

Enter or edit settings on all tabs and click OK to save the profile definition.|

# Edit | X Deletel

L2 Reset | Ik I Zancel
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[ Data Security Profile Controls

A Limit number of x
rOWS O r exeC Utl O n Enter or edit settings on all tabs and click OF to save the profile definition, |

Diata Security Profile Mame I Mew Data Security Profile

A Use Case: Conneckions  Controls ISQL I Fows I Tal:ulesl

Conservative e
. Iv' Limit size: of result set ko I Q0000 _ﬂ: Fows
d efa’u It Settl n g S for |7 Lirnit execution tirme bo Iﬂf-_‘l minukes
al I u Se rS b ut m O re IV warn if cost estimate exceeds I 0 :_,_, rirnkes
aggressive settings

for power users

LE] Feset | (0] 4 I Cancel
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[ Data Security Profilé SQL

A Control complexity x
of user queries

A Use case:
. Diata Security Profile Mame I Mew Data Security Profile
Defau It Settl ngS Connections I Controls  SGL |Ru:uws I Tables I
may allow ~Query
. ™ allow use of subqueries
S u bq u e rl eﬁn d [ allow use of union, intersect, and minus operators
CO m b I n e d q u e rl eS [T &llow complex operands in Query Panel
b ut S e C u rlty p rOfI I e ~Multiple Paths Cartesian Products
[v mMultiple SOL statements For each conkesxt v allow Cartesian products

I I m ItS CaS u al [v Mulkiple SOL skatements Far each measure
business users

Enter or edit settings on all tabs and click OK to save the profile definition.|

L2 Reset | Ok I Cancel
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[ Data Security Profile Rows

A Force restrictions x|
I nto S Q L Wh e re Enter or edit settings on all tabs and click OK to save the profile definition.|
clause
Diata Security Profile Mame I Mew Data Security Profile

A Use case: Cornocions | Contro | 501 R | ras|
Row level security Restruted Tabe [WHERE Cluse |
for sales team so
they only see
ot heiro nt
A May also desire to
disable ability to & oot | X oolte| 2 |
view SQL in Web
Intelligence

L 2] Reset | (04 I Cancel
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[ Data Security Profile Tables

A Point to different x
tab I e I n d atabase Enter ar edit settings on all tabs and click O ko save the profile definitil:un.|
schema

A Use Case: il RS
D efau It users p O | nt Original Table [ Replacement Table |

to 1 year of facts
but security profile
points to 3 years of
facts for power

, users s | xoine| sen |
A Not necessary for
replacement table o et [ ox | conce
to be defined Iin
universe
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[ Business Security ProfileCreate Query

x
A H I d e b u SI n eSS I aye r Enter or edit sektings on all tabs and click O to save the profile definition,

Vi eWS O r b u Si n eSS Business Security Profile Mame: I Mew Business Security Profile

layer objects from 0T | ey ot | s |

Ce rtal n u S e rS Business Laver Views | Skakus |
A Use Case:

Control visibility of

sensitive measures _ |

. op Insert Granked | op Insert Denied | X Delete | e Display |
SUCh as prOfIt Object | Path | status |
margin.
op Insert Granked op Insert Denied X Delete
Lt (84 I Cancel |
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[ Business Security ProfileDisplay Data

x
A P reve nts d Isp I ay Of Enter or edit settings an all kabs and click, O to save the profile definition,
objects on report.
e Business Security Profile Mame: I Mew Business Security Profile

A If AUTO_UPDATE_QUERY e
parameter IS NO, then oo
refreshing report
generates an error.

A If AUTO _UPDATE_QUERY
parameter is Yes, then
the denied objects are
removed from query
and any business layer
filters.

Objects | Path | status |

oA Insert Granked oa Insert Denied X Delete |

L2 (04 I Cancel |
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[ Business Security ProfideFilters
x

A Filter universe cnter o ek ettings on llabs e ik OK t savethe rofe defnton.
objects at the
business layer, NOt  c..c oy | oy ose i
database columns Fiers o 3poly |
at data foundation

layer.

A Still applies filter to
SQL statement.

" Insetk | # Edit | X Deletel

L2 (8] 4 I Cancel |

G Real Experience. Real Advantage.



Delivering Secure and Personalized Business Intelligence

DEMONSTRATION




Delivering Secure and Personalized Business Intelligence
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[ Recommended Reading SAP4

SAPBusinessObjectBusiness Intelligence 4.0

Business Intelligence Platform Administrator Guide
SAPBusinessObjectBusiness Intelligence 4.0

Information Design Tool Guide
SAPBusinessODbjectBusiness Intelligence 4.0

Web I ntelligence User os G

Quick Reference Getting Around Information Design Tool
(SCN)

ol ol N N

(\/isit the SAP Community\
Network and SAP Help
Portal athttp://help.sap.com
to download these free
resources.

/
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http://help.sap.com/
http://help.sap.com/businessobject/product_guides/boexir4/en/xi4_bip_admin_en.pdf
http://help.sap.com/businessobject/product_guides/boexir4/en/xi4_info_design_tool_en.pdf
http://help.sap.com/businessobject/product_guides/boexir4/en/xi4_ia_en.pdf
http://help.sap.com/
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/309c9725-f647-2e10-4daf-c9d201062370

[ Official Product Tutorials on SCN

w OFFICIAL PRODUCT TUTORIALS

The following tutorials have been developed to help you get started using the Business Intelligence Suite products.
Mew content is added as soon as it becomes available, so check back on a regular basis.

Are there topics we've missed or things we can improve? Submit new ideas or vote on existing ones to help us better address your
needs for the Bl Suite of products.

Looking for eLearning for the rest of the Business Intelligence Suite?
SAP Bl Suite Official Product Tutorials

® Concept: Navigate the interface " Bun a business layer guery
® Concept: Create a universe * Edit a business layer query
® Concept: Create a multisource-enabled universe * Bun a business layer guery with pre-defined filters
® Concept: Create joins " Profile column values in a chart
® Concept: Compare the information design tool to the universe
design tool
" Create a data foundation based on multiple MS Access
connections
® Create a project " Create 3 business layer on a basic multisource data founc
® Create a connection to a relational database " Create a data foundation based on multiple RDBMS conne
® Create a data foundation based on a single source relational * Add a connection to an existing multisource-enabled dat:
database foundation
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http://www.sdn.sap.com/irj/scn/info-design-tool-elearning?refer=main
http://www.sdn.sap.com/irj/scn/

@

[ Relevant Tral n | ng SAP BusinessObjects

A SAP BusinessObjects Business Intelligence 4.0:
Administration and Security
2 days- course code BOE310

A Information Design Tool 4.0

Introductiond 3 days- course code BOID10
Advanced 2 days- course code BOID20

Web Intelligence 4.0
| Introductiond 2 days- course code BOW310
. Advanced 1 day- course code BOW320

Official SAP BusinessObjeasrriculum is available esite at your
location or at authorized education centers around the world.
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Thank you for participating.

Please remember to complete and return your
evaluation form following this session.

For ongoing education on this area of focus, visit the-Y&aund
Community page at

SESSION CODE:
5010

Dallas Mark

Senior Architect and Trainer

dallas@kalvinsoft.co

http://dallasmarks.org/

For more information abouKalvinConsulting

http://www.kalvinsoft.com/

Follow us on Twitter at@kalvinsoft
contact@Kkalvinsoft.co

m
0

] A ] 513.492.912




